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(AD) is essential in a wide variety of applications.
0 AD reveals an importance for low-latency applications (Cloud
Gaming or CloudVR) to be able to detect as
part of french ANR MOSAICO project.

Current unsupervised AD techniques for time series have some

limitations.
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(CL) proved its efficiency on many tasks on LA ]
image, text and is now leveraged for time-series and network data. -ﬁ’
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Contributions for time-series anomaly detection: \ F
0 Use for time-series to be ‘* -

considered as anomalies (anomaly injection)
0 Consider with a novel (Dynamic Time
Warping) DTW-based temporal loss
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2. CATS: Contrastive learning for Anomaly detection in Time Series
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a similarity measure between
time series that seeks for the temporal alignment that
minimizes Euclidean distance between aligned series.

0 However, DTW is not differentiable.
was introduced using the soft-min operator
to make DTW differentiable.
TCL learns a temporal representation using a triplet loss with

Soft-DTW and is defined as follows:

N
Ly, = Z max(d(hy, k) — d(hy, k) + m, 0)

=1

1
d(hi, h;) = sof tDTW (h;, hj) — 5 (sof tDTW (hy, hy) + sof tDTW (hy, hy))
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0 GCL learn representations at the instance level using the
while considering more negative pairs.
0 NT-Xent loss consider two views of same instance
as positive and view of different instances as
negative.

0 GCL also include the views generated through
negative data augmentation.

0 Consequently, instead of contrasting one positive
pair and N-1 negative pairs in NT-Xent =, GCL

contrasts
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[0 After training, we assume that the encoder has

learn sufficient information to be efficient for our Feature Space
downstream task (AD). a ) N\
0 Anomaly can be identified using a simple anomaly TN —

score computed as follows: / ; A
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Cloud Gaming QoE/QoS datasets:
(STD, GFN, XC)

Benchmark datasets (SMD, SMAP,
MSL)

iForest
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SimCLR, SimSiam, TS2Vec
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3-1. Experimental results: Performance

TABLE II: Performance comparison on the datasets. Mean and standard deviation computed over all entities for benchmark
datasets and over five runs for case-study datasets. Bold values indicate best results.

| Models | IForest Deep-SVDD AE USAD SimCLR SimSiam TS2Vec | CATS
2 AUC | 770004 119) 7531 (4145)  8133(4130) 81084405 80834447y 7726(414.0) 7425(416.6) | 82.21(41a.3)
% SMD F1 29.88400.6) 3475(421.5) 46.00(4043) 46.62(406.3) 465l4057) 41824n53y  43.18(40250)| 50.65.423.6)
-g h"CC 29.62(.*.2()_,0 36.25(+22_()) 47.(X)(+24_1) 47.98( +25_1) 48.06(.{_24_2) 43.24(+24_9) 44.95(+2,|_7) 50'85(+23.6)
2 - >
£ AUC | 56941141 613801171y 62304161y 6331410 61094154 62074103 63954150)| 6498 115.7)
E MSL F1 2].24(+21_4) 27‘93(-}—25.6) 26.02(+22_9) 27.‘6(4.'_)3_(]) 25.72(.{_23_1) 23.78(.‘,23_2) 28.43(+2,|_5) 29.15(+24_2)
2 MCC | 11093218 1924a202) 16494244y 1733248 163003251) Wllingp) 198604205)| 20041a7.5)
= >
AUC | 56.98(417.3) 6252(419.1) 6430(4196) OL11(419.) 63994177) 6212(447.0) 6142041903)| 6407(4186)
SMAP  F1 | 2280(4272) 292004330y 28:93(4a35) 301004331y 28234300y 274604330y 282604330y 29.07120.07)
MCC | 11384090y 2393(4331) 23.96(3a31.0) 23.66(4340) 225204300y 2144(4305) 235(4a2s) | 2428(4a2.7)
P AUC | 74574463 91-1941.08) 96044007y 96094008y 9578poa0) 75654113) 95634104)| 97934013
Z STD F1 15994142y 8718(41.21) 90354051 90024021y 90154052 T42l4o20) 92.83(41.92)| 94.06(10.45)
E h"CC 39‘56('*‘3.66) 7'.83(+2.77) 78.93(+]'|4) 77.89(.*_(,.35) 78.48(4.]'17) 39'3‘(+19_8) 84.33(+.1_]2) 86'72(+0.88)
'E' AUC [ 61974087y 71784341y 740504081y 7484(40.42) T850(41.95) 67074305y 749144230y 843541 23)
7 GIFN F1 74.]2(+(,_7]) 75.51 (#2.11) 74-05(+0.84) 77.80(4,“.33) 8].20(4.2.6]) 74.25(+2_93) 76.76(+2_71) 82.88(+0_96)
§ N‘CC I7.07(+]_27) 24'26(+6.56) 28.08(+()_l4) 3'.40({,].22) 37‘46(4’3.87) |7.86(+()'_27) 28'I9(+H.39) 47.27(.{..1_49)
&}
AUC | 787 (41.3) 6732(46.52) 89.18(40.31) 8997 40.26) 8581(4317) 8335(1106) 96.96(41.36) 96-10(10.41)
Xc F1 63.334108) S083(4769) T5944a30) 779058y 705814345 6909413.4) 89.60(4203)| 86.69(1o.83)
NlCC 43.42(4_2_43) 27.40(+1 1_4) 63'95(+4.63) 65.35( +()'72) 56-59(+‘I.89) 52.30(+21_:;) 84.07(+2_94) 79.67(+()_] l)
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3-2. Experimental results: Ablation study
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Impact of each loss components

Table 4.  Ablation study on loss components.

GFN XC
Loss F1 MCC F1 MCC
LNTXent 81.20( 12 61) 3746(43.87) 70.58(43.45) 56.59(414.89)
Lo 82.52(y1.77) 40.73(42.32) 856845 59y 78.31(4367)
Lrer 7993 (412.69) 38.12(1532) 76.571568) 05.71(45 34)
Liire=cvan 80445 01y 334504 1.06) 85.68( 40 59) 7831 3¢67)

Leern + Lrer 828849 96)

47-27(_1_149) 86-69(_[_083) 79.67(_1_011)
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3-3. Experimental results: Data contamination
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3-4. Experimental results: Hyperparameters impact

Hyperparameters sensitivity
gamma temperature margin

q—""’\ ﬁ——.\‘_\'
80 80 80
% 70+ % 0 % 70
5 g 00 5
O [v] -, v 60
9 60 ) 50 »n T .
- ..,
T ) S 1 50 L
<0 . 40
001 01 05 it 001 01 05 1 1 2 5 10
embed_size proj_size batch_size
——— EEE——— — — =
80 80 - 80
5 g g = MCC
& 60 @ 60 & 007
e LTI e rerenenes e gt a8 I -------------- L ELLTTRS
50| N 50l — 50 1 3
16 32 64 128 256 16 32 64 128 256 64 128 256 512

12

Orange Restricted




i

13

CATS addresses the limitations of traditional CL with temporal similarity
and negative data augmentation.

Empirical evaluations demonstrate performance in AD tasks on different
datasets while being robust to data contamination.

Some limitations remain:
0 Increased training time due to the SoftDTW time complexity O(N?)

[0 Triplet loss in TCL hinders the efficiency of temporal modeling due to the
use of 1 negative.
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Dynamic Time Warping

Euclidean distance Dynamic Time Warping

_;‘
I\ | 1) s, (5 ey

»__—/\/ (i’j)cx

Dynamic Time Warping (source : https:/rtavenar.github.io/blog/dtw.html)
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Experimental results: Performance
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[0 Contrastive Learning (CL) consist in learning representation
without label information while ensuring that semantically-similar
samples are closed (positives) and far from others (negatives).
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2-1. Data augmentation

0 The key ingredients to the success of CL are data augmentation and loss functions.

0 Data augmentation generate different views of a sample and then help learn
representations by maximizing the similarity of views from the same samples
and minimize those of others.

Original | Geometric Transformations | Erasing/‘“b’
Image Cutout

Brightness Hue Saturation Contrast Blur Noise
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Some popular CL loss functions are:

4 Triplet loss: £ (A, P, N) = max(| £(4) — £(P), — | £(4) - {(N), + ,0)

Negative y 4 \S
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0 N-pair loss: extension of triplet to many negative samples

0 NT-Xent loss (proposed in SIMCLR): extension of N-pair loss with a
temperature parameter to scale cosine similarity
exp(z;z;/7)
SN Vi exp(zizy/7)

L(z;,z;) = —log
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0 Negative sampling is important for CL to avoid collapse issues.
[0 CL losses do not handle temporal dependencies

[0 Contributions for time-series anomaly detection:
0 Use negative data augmentation techniques for time-series to be
considered as anomalies (anomaly injection)
[0 Consider temporal dependencies with a novel (Dynamic Time Warping)
DTW-based temporal loss



